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HUMAN RIGHTS IN CYBER-SPACE THROUGH THE PRISM
OF DEMOCRATIC THEORY

As cyber-space gradually becomes a fully realized sphere of society and acquires a set of political
connotations, the necessity of studying the virtual dimension of policy-making process becomes all the more
urgent, including the need to pay more attention to the issue of human rights protection in cyber-space. At
the same time, modern scientific research in the sphere of human rights mostly represents a fairly one-
dimensional point of view, as they focus on the legal side of the problem, primarily paying attention to the
norms of international law. Present article explains and justifies the necessity and relevance of full-scale
implementation of tools and methods of political science, particularly the concepts and ideas of pluralistic
and deliberative democracy, in the process of studying the Internet as means of political communication, a
tool for implementation of fundamental human rights, such as freedom of speech, the right to assembly and
freedom of association.

Purpose of the research is complex in nature, as it strives to prove that the foundations for studying the
ways the Internet influences policy-making process, were laid by classics of political studies in pre-digital
and early digital era, while also analyzing the possibility of using the Internet as a tool of implementation
of some of the main aspects of democratic theory beyond the boundaries of established democracies.

The research presented analysis of modern cyber-space against the background of J. Habermas’
concept of «public-spherey as a space for productive and rational political discussion. Conclusions were
also made concerning the possibility of application of communicative capacities of the Internet as the
means of practical implementation of R. Dahl and J. Cohen concepts of democratic development. At the
same time, presented set of practical proved the ability of online-community to perform the functions of
civil society in authoritarian states, thus promoting development of certain aspects of democracy in the
absence of traditional democratic institutions.

Key words: Democratization, human rights, political communication, public sphere, cyber-space,
pluralism, deliberative democracy

Political science has always paid close attention to the role of communication in the process of decision-
making, state governance, interaction within and between governmental institutions, as well as between the
government and society. Thus, as any medium of communication, the Internet was bound to obtain significant
political connotations and become a subject of political studies. However, the early researches of the Internet
in political, social and legal context greatly overestimated and idealized the communicative and unifying
capacity of cyber-space. Scientific community was eager to regard the Internet as a basis for creation of
something akin to Kantian «perpetual peace», a platform for conducting large-scale discussion, aimed at
stimulating emergence of a new way of thinking, new society and new democracy. This attitude was reflected
in the works of early Internet theorists, such as J. Perritt [1], I. Hardy [2] and J. Barlow [3]. The human rights
field suffered the most from such an approach, being arguably one of the most idealized issues of modern
political science and practical politics. However, the Internet can create a basis for counter-productive
disagreements as well as rational discussions, and has equally vast potential for creating new means of human
rights protection and new ways of putting them in danger. Such a situation calls for an in-depth analysis of
outlined issues on the basis of fundamental democratic theories, which were created in pre-digital era and yet
can be useful as means of determining the Internet’s actual role in the process of political communication and
interaction, particularly in the field of human rights protection.

Thus, the article’s purpose is two-fold, as it strives to analyze the impact of prominent theories of
democracy on studying and protection of human rights of cyber-space, while also proving that the Internet
as a medium of communication can be useful for expanding the scope of application of said theories
beyond the realm of established democracies.
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Indeed, some of the most renowned theorists in the field of political science managed to lay the
foundations for studying cyber-space even before actual emergence of the Internet as a global network.
In particular, R. Dahl, while developing his pluralistic concept of democracy, stressed the importance of
human rights and freedoms, which could serve as the pillars of democratic regime, such as freedom of
speech, availability of alternative sources of information, existence of autonomous associations etc.
[4, p. 189]. Clearly the Internet can serve as a powerful enhancer of these rights, so when the time came
Dahl’s concept of democracy was applied by scholars, who studied the Internet in connection with a range
of issues, such as political transformation [5], governance [6] and civic engagement [7].

However, influence of democratic theory on studies of cyber-space extends far beyond R. Dahl and
those inspired by his body of work. Yet another useful concept, that places heavy emphasis on both
political communication and human rights protection, is that of deliberative democracy. Particularly,
J. Habermas provided the basis for studying of cyber-space through deliberative lenses by way of
introducing the concept of public sphere, which serves as an intermediary between various groups and
institutions throughout all the levels of political system [8, p. 415] as well as by stressing the importance
of communicative action, which shapes everyday communicative practice [9, p. 360]. Other prominent
scientists, who developed the deliberative democracy theory before also contributed to studies in the sphere
of political communication, such as J. Cohen [10], J. Fishkin [11] and J. Bohman [12], while the concept of
public sphere itself and its relation to the Internet received particular attention from some of the modern
scholars, such as Y. Benkler [13], R. Geiger [14] and E. Laidlaw [15].

Still, some of the relevant issues remain unresolved, as the outlined topics are mostly studied from
the perspective of international law, while attempts to apply concepts and methods of political science to
the field of digital rights have been quite unsystematic so far. Consequently, the discourse of virtual space
as a tool of political communication remains underdeveloped. Presented article provides a general overview
of the way political development and deliberation can be promoted by the Internet. Theoretical
considerations are reinforced by several practical cases, which serve to prove the point that the possibility
for fruitful political communication and emancipation in the virtual space is firmly rooted in political
science.

As it stands, the most prominent scholars at all times were eager to construct a set of pre-conditions
necessary for conducting pluralistic political discussion on national and global scale, so as to project their
theories on the real world and evaluate the available means and methods for implementation of their ideals
in practice. Human rights always occupied a prominent place in these concepts, particularly the rights
directly related to freedom of communication and congregation. Upon careful studying of scientific output
of the above-mentioned R. Dahl, one shall discover that the esteemed scholar’s views on the subject of
human rights extended far beyond some ever-present general musings on importance of the freedom of
speech. Among other things, Dahl directly considers the subject of developing innovative and interactive
means of communication, which would play vital role as tools of increasing awareness of the citizens on the
relevant issues and problems of society, while also enhancing the dialogue between the public, expert
groups and government organs. However, he also recognizes that such new technologies could easily
become a subject of malevolent manipulation by the elite [16, c. 514-515]. Nonetheless, as J. Bohman
stated several years later, the issue of citizens’ involvement in political discussion on equal terms retains its
utmost importance [12].

At the same time, early proponents of deliberative democracy continued in parallel with the pluralists,
expanding upon the political discussion and communication by steadily conjuring an image of a certain
space, constructed specifically for public deliberation and enhancement of political discourse. In that
regard, J. Cohen described democratic deliberation as a process that implies and requires: a). formal
freedom of participation in discussion with equal opportunity for all participants to propose, criticize and
extend their support and b). substantive freedom, which means absence of limitations, connected to
distribution of power and resources [10]. Clearly, the Internet can be of significant use in that regard, as it is
essentially an egalitarian tool, which does indeed mitigate some of the effects of hierarchical arrangements
and dispositions within society. Similar considerations were later developed by J. Habermas in the context
of public sphere. Among the key components of such a sphere Habermas listed a self-regulating media-
system, which functions independently of the social environment that produced it and provides anonymity
for the audience within it. Anonymous audience should perform the mediating function in the dialogue
conducted between the informed elite and civil society [8, p. 412]. The Internet shares some of the most
important traits of the outlined vision, although, by all means, does not replicate it completely. In Habermas
own words, the Internet cannot serve as a full-scale autonomous media-system or a fully realized public
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sphere. Instead it presents a large set of separate discussions, a tool for generation of an anarchic wave that
consists of fragmented circles of communication [17]. In a similar vein, E. Laidlaw argues that the Internet
should be viewed not as a singular public sphere, but rather numerous spheres, which can be both public
and private [15, p. 23] Such considerations prompted some other researchers to reach pessimistic
conclusions on the role of cyber-space as a tool of political communication. For instance, K. Sunstein
argued that the Internet will not emerge as a tool for unification of the society, but instead will be a factor of
its polarization, fragmentation into small, mutually insensitive groups of like-minded people [18]. J. Fishkin
shares this critical stance, arguing that the Internet may be used for creating an impression of translating
opinion of the public in general, while in reality broadcasting a point of view that benefits a certain group of
interests [11, p. 1]. Habermas himself, however, is cautiously optimistic about the Internet, acknowledging
some of its positive traits, which could enhance its ability to contribute to the process of protection of
human rights and freedoms. As Habermas points out, the Internet can serve as a tool that counterbalances
impersonal and asymmetrical character traditional media and undermines the censorship of authoritarian
regimes that try to control and repress public opinion [9, p. 423]. Thus, it seems reasonable to argue that the
Internet can be considered at least as a form of the public sphere, if not in classic Habermasian sense, than
in accordance with interpretation of Y. Benkler, in whose view the public sphere primarily constitutes a
possibility for achieving personal autonomy and freedom, a space where members of society can exchange
their views on political issues and collaborate to perform supervision and control over the activities of
influential social institutions [13, p. 11]. It shall be noted, that human rights discourse in general envisages
proactive position not only within civil society, placing the same requirements on governing bodies. Thus,
the state’s involvement into promoting digital rights should not be confined solely to the negative aspect of
protection, but also to the positive one. Plainly speaking, the state should not only refrain from placing
significant obstacles on common users’ ability to use the Internet for their own benefit, but also to actively
support and enhance access of its citizens to the cyber-space [19, p. 40]. Such proactive stance can be
summarized as the state’s obligation to create appropriate social conditions and legal norms that would
provide its citizens with an opportunity to arrange either permanent or temporary access to the Internet for
themselves when they need it. Such conditions include existence of free and dynamic market of digital
services within the country’s borders, flexible and liberal legal environment, development of the necessary
network infrastructure etc.

At the same time, both pluralistic and deliberative concepts of democracy share certain characteristics
that to some extent hinder the possibility of their practical appliance in the digital space. First of all, results
of democratic studies often emerge in the form of idealistic and highly abstract concepts. That notion
pertains to Habermasian public sphere as well, for Habermas critics often point out that his concept seems
to be constructed in such a way that it could properly function only in conditions of an ideal discourse,
which is shaped exclusively by rational and open-minded participants [14, p. 14]. This seems to be a part of
general problem with theories of democracy, as their creators were scarcely able to imagine implementation
of their ideas anywhere outside the established democratic states. In our opinion, the Internet represents
a possibility to break those boundaries and consider practical introduction of at least some aspects of
democracy theories in conditions of authoritarian states. In that regard, the global network shall be
perceived first and foremost not as a realm where power of state censors is limited, but as a space that can
support meaningful social and political discourse even in countries, where any attempts at civic activity are
controlled and suppressed by governmental agencies.

Indeed, as D. Souter claims, the Internet has created an opportunity to enjoy the benefits provided by
freedom of speech not only for mass media, but also for the most active and responsible citizens, forced the
governments to take public opinion into account and provided free of charge or inexpensive methods for
expressing said opinion on-line [20, p. 17]. To a certain extent these notions can apply to the authoritarian
states as well, if they are sufficiently technologically advanced.

Already a sufficient number of practical cases exist, proving the Internet’s efficiency when it comes to
coordination and mobilization of opinion leaders and socially conscious people even in authoritarian states,
where civil society as a fully realized and influential entity simply does not exist. However, even in China,
where censoring mechanisms are strongly embedded into the digital infrastructure, the vocal and well-
organized online-community demonstrates its ability to function as a sort of substitute for full-scale civil
society, as it gradually becomes a valid participant of policy-making process and serves as a medium for
articulating problems and needs of the people and turning the government’s attention to issues that
otherwise could have been easily ignored. This fact is even reflected in a proverb: «If all the netizens yell
together, there will be three earthquakes in China» [21, p. 1290]. That is why Chinese governing bodies are
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becoming progressively less effective in covering their own misdeeds, such as abusing of people’s rights
by the police [22] or putting the environment in danger [23].

Such vitalizing effect of cyber-space on civil engagement in authoritarian states is not limited to China
alone. Particularly, in Thailand the Internet is frequently used as a platform for discussing the political
issues, including the most sensitive and most censored topics, such as the state of Thai monarchy [24,
c. 112], even after the military coup of 2006, which resulted in most stringent repressions against civil
rights and freedoms in most spheres of public activities. Despite all the obstacles, the active part of Thai
society proved its ability to uphold the right to access the information online and resist the government
efforts to censor, filter or block content. Quite an illustrative example of that is the case of blocking the
Midnight University online-resource, which provided free of charge access to a large body of scientific
papers with prior consent of their authors. The government’s decision to block the access to online-library
was motivated not by copyright infringement, but rather by a suspicion that the site may contain the
information, which «was not constructive and could potentially provoke conflicts within the society» [25].
Nonetheless, vocal protests of scientists and cyber-activists lead to restoration of access to the site by
decision of court [24, c. 114].

The same is true for Iran, surpassed only by China and Saudi Arabia in terms of scope and scale of
state censorship in the Internet. Moreover, not only Iranian citizens, but also the government and clergy of
the country used to share sympathetic stance towards cyber-space, hailing it as a way to reach the goal of
establishing the balance between religion and modern technologies, which was originally one of the slogans
of 1979 revolution, while also perceiving it as «A gift from God to spread the word of Prophet» [26]. For a
while such an attitude created a fertile ground for large-scale online campaigns, which covered some of the
most sensitive topic for a Muslim country. One of the relatively recent cases includes Internet-campaign
«One million signaturesy, designed to promote and amplify the call for equal rights of men and women,
freedom for imprisoned female activists as well as possibility to apply for Iranian citizenship for children
born of Iranian mother and a father of different nationality [27]. At the same time, this particular case
highlighted one of the significant setbacks that emerge as a consequence of the opportunity to widely
publicize one’s own opinion by means of digital communication. Usage of the Internet by feminists and
human rights activists prompted traditionalist to mobilize their own forces within the society in a similar
fashion. Thus a reactionary counter-campaign emerged in both virtual and physical plains, leading to
outbursts of violence. Proponents of traditional Islamic values actively harassed protesting women who, in
their opinion, were improperly dressed, with active involvement of the police on the traditionalists’ side
[28]. As can be seen, reactionary and ultra-conservative forces are able to use the cyber-space for
communication and mobilization as well as the more progressive and open-minded representatives of the
society in an authoritarian state.

Yet another important problem that affects the Internet’s potential as human rights enhancer, is
a certain imbalance in global mass communication. Back in the 60s this problem was articulated by a group
of Third World countries, which publicly stated that there exists an imbalance between the wealthier and
the poorer countries in terms of access to the means of communication, while also calling upon the
international community to take heed of the issue [19, p. 35]. This problem persists in the digital age. Most
of the content that is preserved and distributed online is published in English, while American sites and
social networks remain as the most popular far beyond the USA borders. Thus, further spread of digital
technologies threatens to enforce dominance of the West by way of establishing the so-called «media-
imperialism» [29, ¢. 19]. Taking into account the fact that most of the human rights organizations that are
actively present online also originate in the West, the same can be true for human rights discourse. In light
of this situation the Internet presents itself as a kind of double-edged sword, which can certainly be
a powerful tool for promoting civil rights and freedoms even beyond the boundaries of cyber-space, but in
the worst-case scenario digital technologies can also be used for establishing «human rights imperialismy»
([30, c. 20]), which implies enforcement of Western understanding of rights and freedoms, without taking
into account cultural context and needs of non-western countries.

Presented analysis allows us to conclude that the grounds for studying the Internet in political context
were indeed created even before its emergence, as theorists in the field of democracy studies firmly
embedded such concepts as «argumenty», «discussion» and «deliberation» into the general discourse of
political science. At the same time, the Internet possesses the necessary potential for expanding the area of
practical implementation of the most important principles of both pluralistic and deliberative democracy
even in the most unfavorable conditions, created by authoritarian and oppressive regimes. Such
an opportunity presents itself mainly thanks to a set of prominent characteristics of cyberspace, such as
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the Internet’s ability to shorten the distance between the governed and those who governs, the capacity
of Internet-community to take upon itself certain functions of civil society in authoritarian states, present
the population with the much needed alternative sources of information, as well as tools for mobilisation
and organisation of active and responsible citizens. Thus, it seems useful to expand the usual paradigm of
human rights studies in cyber-space and beyond, which presently remains confined to exploration of purely
legal context of the issue, such as norms of international law. More active engagement of classic political
theories would certainly enrich and highlight positive influence of digital technologies on human rights
discourse, while also mitigating some of the negative effects, such as Western-centric bias of the said
discourse.
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IHepeywun M. M. Ilpasa n1odunu ¢ Kidep-npocmopi Kpizo npusmy meopii 0emokpamii

Tlocmynoge nabymms 8ipmyanbHUM NPOCMOPOM XAPAKMEPUCTUK NOBHOYIHHOT NIOWUHU CYCHITbHOT
ACUMMEDILILHOCMI MA U020 HANOBHEHHSL NOJTMUYHUM 3MICTOM 3YMOBIIOE HeOOXIOHICMb BUBHEHHS
BIPMYANLHO2O GUMIPY NOJTMUYHO20 NPOYECY i, 30KpemMa, nPodIeMu 3axXucmy npas aoounu 8 Inmepremi.
Bmim cyuacnui docnioscenus 6 cgpepi 3axucmy npas noouHu Maioms 0ewo 00HOCMOPOHHIL Xapakmep,
aodice 80HU KOHYEHMPYIOMbCA HA BUBYEHHT IOPUOUYHOZO ACNEKMY NPobiieMuy, 8 nepuLy yepey 36epmaroyu
yeazy Ha HOpMU MidCHapoOHo20 npasa. Ilpedcmasnena cmamms apeymenmye ma 0OIpYHIMOBYE
HeoOXIOHICMb | OOYIIbHICMb NOBHOYIHHO20 3ACTNOCY8AHHS THCIMPYMEHMAPI0 NOAIMUYHOI HAYKU, 30KpeMa
ideti ma KoHyenyitl narparicmuyHoi i denibepamugHoi demoxkpamii, 0o susuenns Inmepuemy ax 3acoby
NnoIMUYHOI KOMYHIKAYIl, IHCMpyMenma peanizayii hynoameHmanoHux npas JooOUuHU, Mmaxkux K c60600a
€064, npago Ha 3iopanHs ma c60600a 00’ €OHaHb.

Mema 0ocnioxcents € KOMNIEKCHO, addice 8OHO ABIAE COO0I0 Cnpoby 008ecmu, WO OCHOBU 05
susuenHs enauey Inmepnemy na noaimuyHull npoyec, 30Kpema i 8 KOHMeKCMi 3aXUCmy npas Ir0OuHuY, Oyau
3aKAA0eH] KIACUKAMU NOTTMUYHOT HAYKU Ue 00 NOBHOYIHHO20 6NPOBAOINCEHHS YUPPOBUX MEXHONIO2IM,
B00HOUAC MAKOIC AHANIZYIOUU MONCIUGICb SUKOpUCTANHA [HmepHemy sK 3ac00y 8npo6ad’CeHHs.
OCHOBHUX ACNEKMI8 Meopill PO36UMK)Y 0eMOKPAMUUHO20 CYCNIIbCINEA 30 MEeNCAMU YCMANEHUX 0eMOKPAMIL.

B pezynomami docnioscenns 6yau 3pooneni 8UCHOBKYU NPO CMYNIHb 8i0N0BIOHOCMI 8iPMYATbHO2O
npocmopy Konyenyii «nyoniunoi cpepuy FO. I'abepmaca, sik npocmopy npooyKmueHoi noiimuuHol
OUCKYCIl, a MAKOI’C MONCIUBICIb 3acmocysants [nmeprnemy sk 3acoby npaxmuunoi peanizayii KOHYyenyi
P. Jlans ma [oc. Koena wooo pozsumky demoxpamii. Boonouac nasedeni npaxmuuni xeticu 006005mb
CIPOMOIICHICIb OHNIAUH-CRITbHOMU GUKOHYS8AMU (DYHKYTT 2POMAOSHCHKO20 CYCRITbCMBA 3a HEMONCTUBOCTIT
11020 NOBHOYIHHO20 PO3BUMKY 8 YMOBAX ABMOPUMAPHOT 0epaicasu, MAKUM YUHOM CAPUSIOHUU PO3BUMNKY
NeBHUX ACNeKmis 0eMOKpamii 3a 8i0CYMHOCMI MPAOUYIIHUX OeMOKDAMUYHUX THCIUMYMIS.

Knrouosi cnosa: /lemokpamuszayis, npasa ar00uHu, NOAIMUYHA KOMYHIKayis, nyoaiuna cepa,
BIPMYALHUL NPOCMIP, NITOPANIZM, 0enibepamueHa 0emMoKpamis
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