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SECURITY IMPERATIVES OF THE UKRAINIAN INFORMATIONAL SPACE
IN CONDITIONS OF THE HYBRID WARFARE

The essence of the "hybrid war" is clarified, as a full arsenal of various types of combat operations
(bombing of civilian infrastructure, terrorism, disorderly, brutal, unprovoked violence), as well as
informational and psychological pressure on citizens of one’s own country and on citizens of the country —
occupations involving state and non-state actors.

Mechanism of providing informational security of Ukraine is analyzed, it’s efficiency as some system
of connected by itself parts from the content of which — from the normative and institutional base
of the content — to the inter-sectoral interaction of information security subjects, the implementation
of a free state course in the information sphere depends.

It has been shown that russian approach to the informational warfare — it is global strategy
which includes cyber attacks and also informational operations against most of the democratic actors
in the world, that russian campaign of the informational warfare continue to discredit democratic
institutions, promoting extremism and discontent, supporting anti-democratic leaders, trying to shake
the influence of the West.

Russian information strategies, using a wide range of disinformation tools, "troll factories", etc., were
found to be aimed at restoring Russian dominance in the post-Soviet/imperial sphere of influence; reducing
the influence of Western democratic values, institutions and systems in order to create a polycentric world
model; the expansion of Russia’s political, economic and military hegemony throughout the world.

It is grounded, that the hybrid war unleashed by the Russian Federation against Ukraine is not only
a challenge to the existence of an independent Ukrainian state, the danger threatens the entire system
of international and European security and leads to the destruction of the existing security architecture,
discrediting its main structures such as NATO, the EU, the OSCE, the charter of the UN and the Helsinki
process regarding the inviolability of borders and state sovereignty.
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Introduction. In modern conditions information touches all of the life and activity spheres of the man
and state, is becoming a direct production resource along with raw materials and energy, one of the wealth
of the country, its national property. That’s why without the presence of timely and reliable information,
the functioning of any type of national security is practically impossible.

Russia’s unprovoked, inhumane, war of aggression against Ukraine has been going on since February
2014. The Kremlin lacked the honor and courage to recognize the fact of aggression, so it cowardly hides its
own imperial adventures under the mask of hybridity, betting on the support of local collaborators, raids
by its armed forces, subversive and subversive activities, aggressive and lying propaganda, where is
the image of a Ukrainian in the Russian information space is formed in the form of a "Khohl", a "Banderivite",
a "Ukrainian fascist”, when the Russian mass media do not utter total lies, resort to classic methods
of manipulating the mass consciousness, the task of giving an effective and meaningful response to direct
military and information aggression against our country.

Research purpose. To analyze essence of the russian informational strategies and means of their
resistance.

Analysis of the last researches. The problem raised in the article was studied by such scientists
as O. Batrymenko, O. Bilorus, O. Vlasyuk, V. Horbatenko, V. Horbulin, O. Jus, O. Dubas, O. Zernetska,
V. Kolyadenko, Ya. Lyubivy, V. Lyakh, E. Magda, H. Pocheptsov, K. Raida, O. Sosnin, T. Kremen
and others.

Presenting main material. Russia used against Ukraine conception of the such called “hybrid”
by it’s content war, in other words it’s connection of the information-psychological influence “with tools
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and elements of the different forms of military-political conflict: trade, partisan, sabotage, civil war, military
occupation, terrorism involving state and non-state actors. Such connection of different elements and forms
of waging war called “hybrid war”. One of the authors of hybrid war conception is F. Hoffman who described
them as “ a full arsenal of various types of combat operations, including conventional capabilities, irregular
tactics and formations; acts of terrorism, disorderly violence and criminal power” [1, p.17].

Hybrid wars can be waged both by the state and by non-state actors. That is, the state, which unleashes
such a mixed war, concludes an agreement with non-state executors — militants, terrorists, separatists,
mercenaries, other organizations and groups of the local population, the connection with which is formally
denied. They are entrusted with functions that are unacceptable for the state itself in view of the obligation to
comply with the provisions of the Geneva and Hague Conventions on the Laws of Land War, as well
as agreements with other countries. Therefore, all the "dirty work™ can be shifted to the shoulders of non-
state formations.

This creates an impression of the "blurring” of the contours of a military conflict and the involvement
of non-military means in it, which in their usual state have no direct relation to a classic military
confrontation [2].

Usually “hybrid war” called as “hybrid aggression”. Thus, under the term "hybrid aggression"
the Ukrainian researcher E. Magda proposes to understand a complex of heterogeneous methods
of influence on the enemy, adjustable in size and combined in nature, in which the actual military
component is not dominant. Hybrid threat predicts usage by the enemy different combinations:
1) political, military, economical, social, informational tools [3, p. 262-263]. Similar terminology is used
by T. Polyoviy and H. Yuskiv. “Russian “hybrid aggression” against Ukraine which was started in
the February of the 2014 with the annexation of Crimea and still continues in Donbas, demonstrated
wide spectre of methods and tools of influence. During the last years it were published a lot of researches,
by both Ukrainian and foreign authors, who examine the goals, mechanisms, and means of influence
of the Russian Federation in Ukraine and Europe. Russia uses the information sphere as an integral tool
of "hybrid aggression" against Ukraine” [4, p. 86].

Undoubtedly, the modern Ukrainian-Russian war should be considered a hybrid, although the number
of human victims and material losses does not decrease from such recognition. Such a war produces suitable
"warriors". It is about the "fighters of invisible fronts" that the “great-power" Moscow is trying to open in
the Ukrainian rear, seeking to defeat its main opponent in the post-Soviet space with the hands of traitors,
since its own hands turned out to be unsuitable for either a plow, a sword, or a pen. Between mentioned
“fighters” and crying-politicians (“voices of the apocalypse™) which are causing different troubles for their
Motherland, only to get more power or only to be in the centre of attention; and just mercenaries, which are
ready to do the dirtiest work for the money; and “useful idiots”, who are sincerely belive in the basic enemy
propaganda, spreading its most absurd provisions; and a variety of political adventurers and swindlers trying
to make a career out of the hardships of war and profiting from socio-economic woes.

Thus, the propagandistic and financial infusions of the neo-imperial Kremlin formed a social base
in Ukraine for waging a hybrid war, which is composed of deeply flawed people, primarily in the moral sense.
Carrying out invasive and destructive plans for Ukraine, the Russian Federation chose the worst
representatives of Ukrainian society for their implementation — pathological traitors, profiteers, scoundrels
and bribe-takers and the rest of the inhabitants of the moral and political "bottom". It is likely that the new
Russia — truly democratic, truly free, truly federal, which will inevitably emerge after the “restructuring”
of the current Russian Federation — will establish contacts with the best representatives of Ukraine.

The diversity of the Kremlin’s "hybrid warriors" in Ukraine is not so much impressive as it makes us
think about shades of cynicism, meanness, and self-interest. There is another category of these pro-Moscow
ideological warriors, which is pairwise correlated with the category of "useful idiots™" and can be defined as
"selfish spotlights." We are talking about "black ideologues”, who are somewhat similar to "black
archaeologists". They are robbing the treasury of national history — the national historical experience,
replacing real values with false and hostile ones and turning this experience into a subject of cynical
bargaining with the enemy. In particular, it is already clear today that the idea of "people’s republics”, into
which the Kremlin’s "hybrid commanders™ planned to divide Ukraine, has a Ukrainian origin and was thrown
to the Moscow masters by their local ideological servants, who are more or less familiar with the experience
of Ukrainian state-building at the beginning of the last century” [5, p. 517-518].

If "the primary task of the Russian hybrid war was an attack on Ukraine, today its informational
component — according to O. Vlasyuk — is aimed at Europe. At the same time, the Russian vision of the war
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in Ukraine is imposed on the European political community. The latter is presented as a "failed state", that is,
a state that did not occur. The opinion is imposed on the European expert environment and mass
consciousness that Ukraine is a purely oligarchic entity, it destroys its own citizens and has never been a state"
[6, p.21]. The scale of the information war launched by Russia against Ukraine was quite aptly said
by the Commander-in-Chief of NATO’s combined armed forces in Europe, F. Breedlove: "This is the most
amazing information blitzkrit that we have ever seen in the history of information warfare." [7].

According to O. Vlasyuk, today one can see at least two dominant lines along which Russia "hits"
EU countries with information in the context of the Ukrainian crisis.

The first goal is to try to reach mutual understanding with the West, primarily by "economizing"
the Ukrainian-Russian war. That is, to prove to the West that it does not make sense for it to get involved
in a protracted confrontation with Russia, since it hits the pockets of ordinary Europeans. The main task here
is to bring the problem from the space of regional and global security to the level of an ordinary "calculator".
And it should be noted that the strategy of appealing to the "stomach™ can be quite effective.

The second goal is to break the Euro-Atlantic unity, increasing the existing contradictions between
Europe and the United States. There is targeted propaganda of the idea that the USA is trying to wage a war
(primarily economic) with Moscow with the hands and funds of Europeans, which harms the interests
of European capitals. This strategy is also quite successful, and politicians who defend extremely pro-Russian
positions come to power in a significant number of countries. Today it is already Greece. Next is France. And
with regard to the latter, it is not only about the nationalists of Marie Le Pen, but also about the political
power of Nicolas Sarkozy. Russia’s position in some Eastern European countries is also strong [8].

The NATO leadership more or less clearly understands the problem of destructive Russian influences.
To counter these influences, a step in the right direction was the creation in 2014 of the NATO Center
of Excellence for Strategic Communications, whose priority is to study the issues of "hybrid wars," Russian
information campaigns, and the Kremlin’s destructive propaganda efforts. According to the results
of the September (2014) NATO summit in Newport, the issue of strategic communications reached the level
of final decisions. Moreover, paragraph 13 of the NATO Summit Concluding Statement clearly establishes
the relationship between "hybrid warfare™ and "strategic communications".

Unforunatelly, EU is so far yet from such precise organizational self-determination in case of countering
Kremlin propaganda and does not fully understand that russian propaganda machine — it’s not only “mass
media” in their traditional meaning. Paraphrasing the well-known definition of war, given by the Prussian
general Karl von Clausewitz, as "the continuation of politics by other means”, in relation to the Russian mass
media, we can say that they are the means of continuation of the Kremlin’s aggressive policy, which,
as already mentioned above, has almost completely lost contact with the classical understanding of the media
as information "intermediaries" inherent in the democratic world.

It is precisely because of the Kremlin’s geopolitical claims that funding for international studios
of leading Russian TV channels is increasing year by year, and Russia Today, RT, a foreign policy
broadcasting channel created at the end of 2005, already has a budget of hundreds of millions of dollars. In
fact, Russia has restored for its own mass media the classic Soviet model of the press, when there was no
"truth™ in "news" and "news" in "truth”. It’s just that the place of "Pravda” and "lzvesti" was taken by other
electronic publications.

Keeping pace with technological progress, Russia has intensified its activities on the Internet,
and especially in social networks. And not only in networks of Russian origin ("Odnoklassniki.RU";
"V Kontakte"), but also in Russian-speaking and foreign-language segments of networks such as "Facebook™
and "Twitter". In this regard, some British publications directly warn their readers about the influx of Russian
commentators on the websites of electronic versions of their publications and that a tough propaganda war is
being waged against publications that condemn Russia’s aggressive policy. The heads of the Security Service
of Ukraine and other Ukrainian security forces have repeatedly warned about Russian cyber aggression.
In an extremely short period of time, Russia created hundreds of artificial accounts of fake users for the
purpose of waging an information war in social networks. The recently created "information troops" of
Ukraine (initiative of the Ministry of Information Policy) are quite successfully fighting against such
"Kremlebots", but it must be frankly admitted that the initiative is not on the side of Ukraine yet. And initiative
in war is a good half of success.

It is difficult to oppose Russia’s aggressive information policy, if only because Russia invests
enormous amounts of money in this activity, which in terms of total volume exceed the funds spent on similar
activities by any other countries on the European continent. Russia’s advantage is the integrity of information
events and campaigns, which is not least helped by the total control of the Russian mass media by the Kremlin.
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Hence the possibility to launch messages and carry out special information operations along all "azimuths"
at the same time. Ukraine and other democratic European states cannot afford to respond
to Russian informational aggression in the same Russian style, so as not to turn into authoritarian "dragons"
like Russia [9].

However, all of the above does not mean that Ukraine and democratic Europe will not find an asymmetric
democratic response to the threats and challenges of aggressive Kremlin propaganda in the near future.
Especially if the EU countries realize that countering the Kremlin’s informational aggression is as urgent
a priority for them as it is for Ukraine. At the same time, European partners should understand the value
of Ukraine as a partner, because during the long-term ideological confrontation with Russian aggression,
Ukraine has developed a certain informational immunity, it has obvious strong internal safeguards, which
were formed either situationally or forced during the last year of the active struggle for independence and
territorial integrity [8].

Infromation frontline of the hybrid war speads, as V. Horbulin rightly observes, at the same time
on the different directions. Above all: (1) among the citizens in the area of conflict, (2) among the population
of the country against which the aggression is carried out, but whose territory is not covered by the conflict,
(3) among the citizens enemy country, in other words against their citizens creating there behavior model
which largely obeys the messages of the federal press and (4) among international community, creating
“funds”, “cultural communities”, “analytics centres”, using “experts” of prorussian direction in Europe, and
also activity of the RT channel [10, p. 9].

The information component has indeed become a cross-cutting theme of hybrid warfare. And
in the Ukrainian case, we are dealing not just with enemy propaganda, but with what experts call a "war
of meanings", for the retransmission of which the whole set of information delivery channels is involved.
The main structural elements in this war are simulacra, i.e., images of something that does not exist in reality,
for example: "fascists in Kyiv", "atrocities of punitive battalions", "crucified boys", "use of weapons prohibited
by Ukraine", etc. The purpose of exploiting such simulacra is to replace citizens’ objective perceptions
of the nature of the conflict with those “informational phantoms" that are beneficial to the aggressor [11].

The priorities for the formation of an effective national security system follow from this, and above all,
the formation of the worldview of Ukrainian citizens, which can be achieved only thanks to the systematic
and purposeful humanitarian policy of the state and its special services. Thus, in particular, in the "National
Security Strategy of Ukraine", approved by the Decree of the President of Ukraine dated May 26, 2015
No. 287/2015, it is stated that the priorities of ensuring information security are:

— ensuring the offensiveness of information security policy measures based on asymmetric actions
against all forms and manifestations of information aggression;

— creation of an integrated system of information threat assessment and prompt response to them;

— countering information operations against Ukraine, manipulation of public consciousness
and dissemination of distorted information, protection of national values and strengthening of the unity
of Ukrainian society;

— development and implementation of a coordinated information policy of state authorities;

— identification of subjects of the Ukrainian information space created and/or used by Russia to conduct
an information war against Ukraine, and making their subversive activities impossible;

— creation and development of institutions responsible for information and psychological security,
taking into account the practice of NATO member states;

— improvement of professional training in the field of information security, implementation
of nationwide educational programs on media culture with the involvement of civil society and business [12].

Undoubtedly, the task is arche-modern, the accents are correctly placed, the matter is to implement it in
real practice. Eight years have passed since then, but the situation has not fundamentally changed. And in the
"National Security Strategy of Ukraine", already approved by the Decree of the President of Ukraine No. 392
of September 14, 2020, point 20 emphasizes: "Destructive propaganda both from outside and inside Ukraine,
using social contradictions, incites enmity, provokes conflicts, undermines public unity. The lack
of a comprehensive information policy of the state, the weakness of the strategic communications system
make it difficult to neutralize this threat." [13]. However, the practical activity of state authorities and
management does not lead to a significant decrease in the level of information security of society. Waging of
an information war against Ukraine by the Russian Federation showed the inefficiency and imperfection of
the organizational and legal mechanism of the state security policy. Therefore, both the institutions
themselves and the normative-legal mechanism for ensuring information security need reforming.
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Conclusions. The conducted research gives reasons to talk about active Russian propaganda activity
in the information space of Ukraine and the world. Russia’s actions in relation to Ukraine have the
characteristics of a "hybrid war", namely: an attempt to impose its vision on political and historical
processes, establishing actual control over the Ukrainian information space, exerting influence on public
consciousness by promoting pro-Russian narratives, marginalizing manifestations of Ukrainian national
identity, creating networks of pro-Russian structures, parties, public associations, churches, which, through
agents of influence, carry out propaganda activities on the territory of Ukraine. And as the events of 2014
and later in Ukraine showed, such organizations can potentially act as a tool to destabilize the socio-
political situation within the state.

The hybrid war unleashed by the Russian Federation against Ukraine is not only a challenge to the
existence of an independent Ukrainian state, the danger threatens the entire system of international and
European security and leads to the destruction of the existing security architecture, discrediting its main
structures such as NATO, the EU, the OSCE, the charter of the UN and the Helsinki process regarding the
inviolability of borders and state sovereignty. Ukraine, as well as the entire democratic world, should respond
to the enemy’s aggression in a timely and adequate manner.

On the part of the state, it is necessary to constantly compare threats and dangers with the available
resources for their management. A comprehensive detailing of the rights, duties, powers and
responsibilities of all components of the national security management system is required. The experience
of countries such as Great Britain and Germany shows that the modern "security sector" should be oriented
towards meeting the challenges of future security threats instead of blindly following traditions. It should
be "embedded” in a democratic society, which serves as a kind of "guarantor”, i.e. ensures both internal
and external information security.
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Cawyx I'. M. Be3nekogi imnepamusu yKpaincbKo2o iHhopmayiitnozo npocmopy 6 ymoeax
2iopuonoi eiiinu

3’acosano cymuicmo «2ibpudHOi Gitinuy, AK NOGHUU ApceHa PiHUX 6udie 00U0UxX Oill (6OMOYEaHHSA
YUBINLHOI IHPpacmpykmypu, mepopuszm, be3naoue, H#HopCcmokKe, HIKUM He CNPOBOKOBAHE HACUIbCMBO), MAK
i 8e0enHs1 iH(hOPMAYIIHO-NCUXONI02TYHO20 MUCK)Y HA 2POMAOSIH K C8OEL KPAiHU MAK | HA 2POMAOAH KPAiHU-
OKYRayii i3 3a1yYeHHAM 0ePAHCABHUX I HEOEPIHCABHUX AKMOPIE.

Ipoananizosano mexarnizm 3abesnevenns ingpopmayiinoi besnexu Yrpainu, tioco egpexmusnicms,
5K NeBHOI cuCmeMU 83AEMON08 A3AHUX MIdC COO0I0 CKAA008UX, 8I0 3MICMOBHO20 HANOBHEHHS AKUX —

8I0 HOPMAMUBHO-IHCIMUMYYITIHOIL 0A3U HANOBHEHHS — 00 MIJIC CEKMOPANbHOL 83aeMODii Cyd '€kmis
iHghopmayitinoi 6e3nexu 3anexdcums peanizayis 6e3 neko8o2o Kypcy 0epacasu 6 ingopmayitinii cgepi.

IIpooemoncmposarno, wo pociticokuti nioxio 0o inghopmayitinoi gilinu — ye 2106arbHa cMmpamezisi, KA
BKIIOYAE SIK Kibep-yoapu, max i ingpopmayiini onepayii npomu 6i1bocmi 0eMOKPAMUYHUX AKMOPIE C8IMY,
WO poCiicoKi KaMnauii iHghopmayitinoi GitiHu NPOO0EACYIOMb OUCKPEOUMAYito 0eMOKPAMUYUHUX
iHCMumyyiti, nponazyroyu ekCmpemiam i Heg0080JIeHHs, NIOMPUMYIOUU AHMUOEMOKPAMUYHUX 1i0epis,
HaAMa2ao4ucy NOXUMHYMU 8NIUSE 3aX00Y.

Busieneno, wo pociiicvki inghopmayitini cmpameeii, 6UKOPUCMOBYIOUU WUPOKUL HAOIP IHCMPYMEHmI8
oezinghopmayii, «ghabpuxu mponiey, mowjo, cnpAMo8aui Ha IOHOBNIEHHS POCILICbKO20 OOMIHYBAHHS
6 NOCMPAOSHCHKI/IMNEPCOKill cghepi Gnaugy, 3MeHueHHs GNAUBY 3aXIOHUX 0eMOKPAMUYHUX YIHHOCME,
iHCMUmMymis ma cucmem 3 Memo0 CImeopeHHs NOJIYEeHMPUYHOT MOOei CBIMY, PO3UWUPEHHS NOTIMUYHOI,
EeKOHOMIYHOI ma 8llicbk06oi 2ecemonii Pocii 6 ycoomy ceimi.

Obrpynmosano, wo 2ibpudna gitina, poss’azana Pociiicekoro @edepayicio npomu Ykpainu, € He nuue
BUKUKOM ICHYBAHHIO HE3ANEHCHOI YKPAIHCbKOI depoicasu, Hebe3neKka 3a2podcye 6citi cucmemi
MIJCHAPOOHOT Ma €8ponelicbkoi besneky ma npu3eooums 00 PyUHYS8anHs icHyio4oi apximexmypu Oe3nexu. ,
ouckpeoumytouu maxi ii ocnosni cmpykmypu, sk HATO, €C, OBCE, cmamym OOH i ['eavcincokuii npoyec
U000 HENOPYWHOCHI KOPOOHIB | 0epIIcasHo20 cysepeHimenty.

Knrouosi cnosa: ingpopmayitinuii npocmip, ingpopmayiiina gitina, 2iopuona 6ilina, nponazanod,
eKxcmpeMmizm, mepopusM.
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